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Lab Lockdown: A Tech-Savvy Security Adventure  
 

Description: This workshop provides participants with a hands-on understanding of physical security 

measures and their intersection with cybersecurity principles. Through lectures, demonstrations, and 

interactive exercises, participants will learn about the components and functions of a high-tech security 

door and camera system, including cloud data storage. They will explore how this technology enhances 

physical security and contributes to a comprehensive cybersecurity strategy. 

 

Who Should Join: This workshop is suitable for a wide range of individuals, including: 

• Lab managers and technicians 

• Security personnel 

• Researchers and scientists 

• IT professionals 

• Anyone interested in enhancing physical and digital security 

What You’ll Learn: Upon completion of this workshop, participants will be able to: 

• Understand the components of a high-tech security door and camera system. 

• Explain the role of cloud data storage in security systems. 

• Describe the benefits of integrating physical and cybersecurity measures. 

• Analyze security vulnerabilities related to physical access control. 

• Implement basic security protocols for managing access to the secured area. 

• Interpret security camera footage and identify potential threats. 

• Understand the importance of data privacy and security in relation to cloud storage. 

• Develop a basic understanding of cybersecurity best practices relevant to the lab environment. 

Workshop Outline: 

1. Module 1: Introduction to Physical Security and Cybersecurity 

• What is physical security? 

• Types of physical security threats (e.g., theft, vandalism, intrusion) 

• The role of technology in enhancing physical security 



2 

• Introduction to cybersecurity concepts (e.g., confidentiality, integrity, availability) 

• The relationship between physical and cybersecurity 

2. Module 2: Exploring the Security Door and Camera System 

• Components of the security door (e.g., access control, biometric authentication, alarms) 

• Types of security cameras (e.g., IP cameras, PTZ cameras, thermal cameras) 

• Installation and configuration of the system 

• Understanding camera settings (e.g., resolution, frame rate, motion detection) 

3. Module 3: Cloud Data Storage and Security 

• Introduction to cloud computing and cloud storage 

• Benefits of cloud-based security systems (e.g., remote access, data backup, analytics) 

• Security considerations for cloud storage (e.g., data encryption, access control, compliance) 

• Understanding cloud service models (e.g., IaaS, PaaS, SaaS) 

4. Module 4: Cybersecurity Best Practices for the Lab Environment 

• Implementing strong passwords and access controls 

• Data encryption and data loss prevention 

• Social engineering awareness and phishing prevention 

• Incident response and reporting procedures 

• Regular security audits and vulnerability assessments 

5. Module 5: Hands-on Activities and Case Studies 

• Guided tour of the security system • Practical exercises on using the security system features (e.g., 

accessing camera feeds, adjusting settings) 

• Analyzing simulated security incidents (e.g., intrusion detection, data breaches) 

• Developing a security plan for the lab environment 

Evaluation: 

• Participation in group discussions and activities 

• Completion of practical exercises 

• Pre- and Post -  exam or project demonstrating understanding of the concepts and technologies 

covered in the workshop. 
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Activity I 

Securing the Future: Understanding Integrated Physical and 

Cybersecurity 

Overall Goal: To educate participants on the integration of high-tech physical security systems with 
cybersecurity principles using a real-world, hands-on approach. 

Target Audience: High School and College Teachers (adaptable for students with modifications). 

Materials: 

• High-Tech Security Door and Camera System (real or simulated) 

• Cloud Data Storage Access (simulated or controlled environment) 

• Sample Security Footage and Logs 

• Computer with Internet Access 

• Projector/Screen 

• Whiteboard/Flip Chart 

• Handout with Activity Instructions and Questions 

Activity Breakdown: 

Part 1: Introduction and System Overview (45 minutes) 

• Teacher Instruction: Begin with a brief lecture on the importance of integrated physical and 

cybersecurity. Discuss real-world scenarios where physical security breaches led to data 

compromises. 

• Hands-On: Demonstrate the high-tech security door and camera system. Explain its components 

(access control, biometric authentication, motion sensors, etc.) and how they work. 

• Discussion: Engage participants in a discussion about potential vulnerabilities of such systems. Ask: 

– ”What are the benefits of this system?” 

– ”What are the potential weaknesses?” 

– ”How can these weaknesses be exploited?” 

• Cloud Data Storage: Explain the cloud data storage aspect, emphasizing the benefits and security 

risks. Discuss encryption, access control, and data privacy. 

Part 2: Simulated Security Breach and Analysis (60 minutes) 
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• Teacher Instruction: Present a simulated security breach scenario (e.g., unauthorized access, 

attempted data theft). Provide participants with sample security footage and system logs. 

• Group Activity: Divide participants into groups. Each group analyzes the footage and logs to: 

– Identify the sequence of events. 

– Determine the cause of the breach. 

– Assess the extent of the damage. 

– Identify any security flaws that were exploited. 

• Presentation: Each group presents their findings and proposes recommendations to prevent similar 

breaches in the future. 

Part 3: Cybersecurity Protocols and Implementation (60 minutes) 

• Teacher Instruction: Discuss cybersecurity protocols relevant to the security system (e.g., strong 

passwords, access control policies, data encryption). 

• Role-Playing: Conduct a role-playing activity where participants simulate different roles (security 

personnel, lab managers, IT professionals) and develop a comprehensive security plan for the lab. 

• Plan Development: The security plan should include: 

– Access control procedures. 

– Data backup and recovery strategies. 

– Incident response procedures. 

– Regular security audits and vulnerability assessments. 

• Discussion: Discuss the challenges of implementing security protocols and the importance of 

ongoing security awareness training. 

Part 4: Ethical Considerations and Data Privacy (45 minutes) 

• Teacher Instruction: Discuss the ethical implications of using surveillance technology and the 

importance of data privacy. 

• Case Study: Present a case study involving a data privacy breach related to the security system. 

• Debate: Organize a debate on the balance between security and privacy. 

– ”To what extent should surveillance be used in a lab environment?” 

– ”What are the ethical responsibilities of those managing the security system?” 

– ”How can data privacy be protected while maintaining security?” 

• Reflection: Participants write a brief reflection on their personal views on security and privacy. 

Part 5: System Hardening and Future Enhancements (30 minutes) 

• Teacher Instruction: Discuss techniques for hardening the security system against potential attacks 

(e.g., firmware updates, network segmentation, intrusion detection systems). 
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• Brainstorming: Engage participants in a brainstorming session to identify potential future 

enhancements to the security system. 

• Presentation: Groups present their ideas for future enhancements, focusing on both security and 

functionality. 

Assessment: 

• Group presentations and discussions. 

• Role-playing activity and security plan development. 

• Debate participation and reflection paper. 

• Overall understanding of the concepts and technologies. 

Adaptations for High School: 

• Simplify the technical aspects. 

• Focus on real-world examples relevant to students (e.g., school security, social media privacy). 

• Use more visual aids and interactive activities. 

Adaptations for College: 

• Introduce more advanced cybersecurity concepts. 

• Encourage research and critical analysis of security vulnerabilities. 

• Incorporate programming or scripting exercises for system automation. 

Teacher Notes: 

• Provide clear instructions and guidelines. 

• Encourage active participation and collaboration. 

• Facilitate discussions and debates. 

• Provide feedback and support. 

• Emphasize the importance of lifelong learning in the field of cybersecurity. 

 

 

© 2025 RC CyberEdge. All rights reserved. This document is for personal or educational use only and may not be reproduced 

or distributed without permission. 



Hands-On Activity: ”Capture the
Flag” - Securing the Lab (Simulated)

RC CyberEdge
Activity II



1 

Activity II 

 
Hands-On Activity: ”Capture the Flag” - Securing the Lab(Simulated) 

Objective: Participants will apply their knowledge of the security door, camera system, and cybersecurity 
protocols to identify vulnerabilities and secure a simulated lab environment.  

Materials: 

• Simulated Lab Setup: 

– This can be a physical model, a digital simulation (using software like Packet Tracer or a custom 

program), or even a role-playing scenario with designated areas representing different parts of 

the lab. 

– Include representations of the security door, cameras, and data storage (e.g., a ”server” area). 

• Simulated Security System: 

– If possible, use a simplified version of the actual system. If not, provide detailed diagrams and 

specifications. 

– Create mock security logs, camera footage snippets, and access control data. 

• ”Flags”: These are digital or physical items representing sensitive data or critical system components. 

– Examples: USB drives with encrypted files, QR codes leading to simulated data, or physical 

tokens. 

• ”Attacker Tools”: Provide participants with a list of common attack methods (e.g., social engineering 

scripts, password cracking tools, simulated network scanning tools). 

• Workstations/Computers: For analyzing logs and footage. 

Activity Setup: 

• Lab Simulation: Set up the simulated lab environment, ensuring it includes representations of the 

security door, cameras, and data storage. 

• ”Flags” Placement: Hide the ”flags” throughout the lab, representing sensitive data or critical 

systems. 

• Security System Data: Prepare the mock security logs, camera footage, and access control data. 

• ”Attacker Tools” List: Create a handout or digital document listing the ”attacker tools” and their 

potential uses. 

Activity Instructions: 

• Introduction (15 minutes): 

– Briefly review the security system components and cybersecurity principles. 
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– Explain the ”Capture the Flag” activity and its objectives. 

• Team Formation (5 minutes): Divide participants into teams. 

• Lab Exploration and Vulnerability Assessment (30 minutes): 

– Teams explore the simulated lab environment, analyzing the security system and identifying 

potential vulnerabilities. 

– They use the ”attacker tools” list to brainstorm possible attack scenarios. 

• ”Flag” Capture and Data Analysis (45 minutes): 

– Teams attempt to ”capture” the ”flags” by exploiting the identified vulnerabilities. 

– They analyze the security logs and camera footage to understand how the ”attacks” were 

performed. 

• Security Enhancement and Presentation (45 minutes): 

– Teams develop a security plan to mitigate the identified vulnerabilities and protect the ”flags.” 

– They present their findings and security plans to the class. 

• Debriefing and Discussion (30 minutes): 

– Discuss the effectiveness of the security plans and the challenges of securing the lab. 

– Relate the activity to real-world cybersecurity scenarios. 

Example Scenarios: 

• Social Engineering: A team member tries to gain access to the security door using a fabricated story 

or phishing email. 

• Password Cracking: A team uses a simulated password cracking tool to try to access the data storage 

area. 

• Camera Tampering: A team attempts to disable or manipulate the security cameras. 

• Data Exfiltration: A team attempts to copy the data from the cloud storage to an outside source. 

Teacher Notes: 

• Emphasize ethical considerations and responsible use of security tools. 

• Provide guidance and support throughout the activity. 

• Encourage teamwork and collaboration. 

• Facilitate discussions and debriefing. 

• Adapt the activity to the available resources and the participants’ skill levels. 
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